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1. THE DEVELOPMENT OF EU DATA PROTECTION LAW



In the 20th

century ideas 

on regulating 

personal data 

first emerged 

in:

(A) Germany

(B) United States

(C) Japan

(D) Sweden



VANCE PACKARD, THE N AKED SOCIET Y (PENGUIN 

BOOKS, 1964):  

“Individually these new social controls we are seeing 

are cloaked in reasonableness.  And some perhaps have 

comic over tones. But when we view them collectively,  

we must consider the possibility that they represent a 

massive, insidious impingement upon our traditional 

rights as free citizens to l ive our own lives.”



A L A N  W E S T I N ,  P R I VA C Y A N D  F R E E D OM  ( I G  P U B L I S HI NG ,  1 9 6 7 ) :

“ T h e  c o m p u t e r - b o rn  r e v o l u t i on  i n  m a n ’ s  c a p a c i t y  t o  p r o c e s s  d a t a  i s  

o b v i o u s l y  a n  e n o r m o u s  b o o n .  I n  b u s i n e s s,  g o v e r n m e n t ,  m e d i c i n e ,  s c i e n c e ,  

a n d  a  d o z e n  o t h e r  f i e l d s ,  m e n  a r e  n o w  a b l e  t o  m a ke  m o r e  f a c t - b a s e d ,  m o r e  

l o g i c a l ,  a n d  m o r e  p r e d i c t a bl e  d e c i s i o n s  t h a n  t h ey  c o u l d  d o  b e f o r e  t h e  a g e  

o f  e l e c t r o n i c  i n f o r m a t i on  s t o r a g e  a n d  r e t r i e v a l . ” ( … )  “ T h e  i s s u e  o f  p r i v a c y  

r a i s e d  b y  c o m p u t e r i s a t i on i s  w h e t h e r  t h e  i n c r e a s e d  c o l l e c t i o n  a n d  

p r o c e s s i n g  o f  i n f o r m a t i o n  f o r  d i v e r s e  p u b l i c  a n d  p r i v a t e  p u r p o s e s ,  i f  n o t  

c a r e f u l l y  c o n t r o l l e d ,  c o u l d  l e a d  t o  a  s w e e p i n g  p o w e r  o f  s u r v e i l l a n ce  b y  

g o v e r n m e n t o v e r  i n d i v i d u a l  l i v e s  a n d  o r g a n i s a t i o n al a c t i v i t y.  A s  w e  a r e  

f o r c e d  m o r e  a n d  m o r e  e a c h  d a y  t o  l e a v e  d o c u m e n t a r y  f i n g e r p r i n t s  a n d  

f o o t p r i n t s  b e h i n d  u s ,  a n d  a s  t h e s e  a r e  i n c r e a s i n g l y  p u t  i n t o  s t o r a g e  

s y s t e m s  c a p a b l e  o f  c o m p u t e r  r e t r i e v a l ,  g o v e r n m e n t  m a y  a c q u i r e  a  p o w e r -

t h r o u g h - d a t a  p o s i t i o n  t h a t  a r m i e s  o f  g o v e r n m e n t  i n v e s t i g a t o r s  c o u l d  n o t  

c r e a t e  i n  p a s t  e r a s . ”



UNITED STATES

EUROPE

→ Dat a pr otect ion legislation ( e.g Hessen 

197 0 ,  S weden 197 3 ,  A us tria  197 9 …

→ Binding ‘ international  agreement’:  

Convention 108 in  1981

→ EU Dat a P r otection Directive  in  19 9 5

→ Gener al  Dat a P r otect ion Regulat ion in  

2 016  applicable fr om 2 01 8

Comparison 

legislative 

steps:

→ US  Fair  Credit  Repor t ing A ct  of  197 0

→ Feder al  P r ivacy  A ct  of  1974  (f eder al  

agencies  only)

→ Par t icipation in  OECD P r ivacy Guidelines 

of  19 8 0  (non - binding)

→ S ince 2 01 8 ,  increased act ivity  on  dat a  

pr otection at  s t ate level



European 

states develop 

national 

approaches for 

the use of 

personal data

Council of 

Europe adopts 

Convention 

108 

(international 

agreements) 

– European 

Commission 

encourages 

all EU Member 

States to join

European 

Commission 

publishes a 

proposal for 

a EU 

legislative 

act on 

personal 

data

European 

Commission 

amends 

proposal after 

opinion of the 

European 

Parliament & 

new 

legislative 

powers

Data 

Protection 

Directive 

(DPD) is 

adopted –

requires 

transposition 

by EU 

Member 

States

A new 

proposal for 

data 

protection 

legislation 

of the 

European 

Commission 

is leaked

European 

Commission 

publishes the 

proposal for 

the General 

Data Protection 

Regulation 

(GDPR)

GDPR gets 

adopted

GDPR 

enters 

into 

force

European 

Commission 

announces 

intention to 

publish a 

regulation 

further 

harmonizing 

enforcement of 

the GDPR
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PROTECTION OF FUNDAMENTAL RIGHTS (PRIVACY 

AND PERSONAL DATA PROTECTION)

‘In accordance with this Directive, Member 

States shall protect the fundamental rights and 

freedoms of natural persons, and in particular 

their right to privacy with respect to the 

processing of personal data’. 

(Article 1 paragraph 1 DPD)

FREE MOVEMENT OF PERSONAL DATA WITHIN 
THE EU

‘Member States shall neither restrict nor prohibit 

the free f low of personal data between Member 

States for reasons connected with the protection 

afforded under paragraph 1’. 

(Article 1 paragraph 2 DPD)

The two 

rationales of 

the EU’s 

approach to 

personal data 

legislation in 

the DPD
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Art. 16 TFEU – EU competence to legislate on 

data protection

Art. 8 Charter – data protection = 

fundamental right



PROTECTION OF FUNDAMENTAL RIGHTS (PRIVACY 

AND PERSONAL DATA PROTECTION)

‘This Regulation protects fundamental rights and 

freedoms of natural persons and in particular 

their right to the protection of personal data’. 

(Article 1 paragraph 2 GDPR) = 1st RATIONALE

FREE MOVEMENT OF PERSONAL DATA WITHIN 
THE EU

‘The free movement of personal data within the 

Union shall be neither restricted nor prohibited 

for reasons connected with the protection of 

natural persons with regard to the processing of 

personal data’. 

(Article 1 paragraph 3 GDPR) = ?

The two 

rationales of the 

EU’s approach to 

personal data 

legislation in the 

GDPR: no longer 

equal rationales?



Case C-132/21, BE v  Nemzeti Adatvédelmi és Információszabadság Hatóság, 12 Januar y

2023

‘ ’Lastly,  regar ding the objectives pur sued by  that  regulation  [ the GDPR ]  ,  i t  is  apparent  (…) 

that  the a im of that  regulation is  to  ensure a  high level  of  protection of  natural  per sons with  

regard to  the processing of  per sonal  data within the European Union (…).’ ’

(CJEU, Case C -132/21, paragraph 42 )



Sources of the 

current EU data 

protection law

EU fundamental rights 
(Charter)/Article 16 TFEU

General Data 
Protection 
Regulation 

(GDPR)

National laws 
implementing 

opening clauses 
of the GDPR

EU Institution 
Data 

Protection 
Regulation 

(EUDPR)

EU bodies with 
own data 

protection rules 
(e.g. Europol)

Law 
Enforcement 

Directive 
(LED)

National law 
transposing the 

LED

EU data law

Digital  Markets 
Act, Digital 

Services Act, Data 
Governance Act 
(to be adopted: 

Data Act, Health 
Data Space, AI 

Act)



2. KEY CONCEPTS



THE MATERIAL SCOPE OF THE GDPR: 

The GDPR ‘applies to the processing of personal data 

wholly or partly by automated means to the processing 

other than by automated means of personal data which 

form part of a filing system.’ 

(ARTICLE 2 PARAGRAPH 1 GDPR)



ARTICLE 4 PARAGRAPH 1 GDPR

‘ p e r s o n a l  d a t a ’  m e a n s  a n y  i n f o r m a t i o n  r e l a t i n g  t o  a n  i d e n t i f i e d  o r  

i d e n t i f i a b l e  n a t u r a l  p e r s o n  ( ‘ d a t a  s u b j e c t ’ ) ;  a n  i d e n t i f i a b l e  n a t u r a l  

p e r s o n  i s  o n e  w h o  c a n  b e  i d e n t i f i e d ,  d i r e c t l y  o r  i n d i r e c t l y,  i n  

p a r t i c u l a r  b y  r e f e r e n c e  t o  a n  i d e n t i f i e r  s u c h  a s  a  n a m e ,  a n  

i d e n t i f i c a t i o n  n u m b e r,  l o c a t i o n  d a t a ,  a n  o n l i n e  i d e n t i f i e r  o r  t o  o n e  o r  

m o r e  f a c t o r s  s p e c i f i c  t o  t h e  p h y s i c a l ,  p h y s i o l o g i c a l ,  g e n e t i c ,  m e n t a l ,  

e c o n o m i c ,  c u l t u r a l  o r  s o c i a l  i d e n t i t y  o f  t h a t  n a t u r a l  p e r s o n ;

P seudonymized d a ta =  p er sonal  d ata

A nonymized d ata ≠  p er sonal  d ata

What are 

‘personal data’?



Images are covered by 

a video surveillance 

system in a public 

space. Can these 

images constitute 

personal data?

(A) Yes

(B) No



The service register of a car

held by a mechanic or

garage contains the

information about the car,

mileage, dates of ser vice

checks, technical

problems, and material

condition. Can this be

considered as personal

data if no further

information is available?

(A) Yes

(B) No



ARTICLE 4 PARAGRAPH 2 GDPR

‘ p r o c e s s i n g  m e a n s  a n y  o p e r a t i o n  o r  s e t  o f  o p e r a t i o n s  w h i c h  i s  

p e r f o r m e d  o n  p e r s o n a l  d a t a  o r  o n  s e t s  o f  p e r s o n a l  d a t a ,  w h e t h e r  o r  

n o t  b y  a u t o m a t e d  m e a n s ,  s u c h  a s  c o l l e c t i o n ,  r e c o r d i n g ,  o r g a n i z a t i o n ,  

s t r u c t u r i n g ,  s t o r a g e ,  a d a p t i o n  o r  a l t e r a t i o n ,  r e t r i e v a l ,  c o n s u l t a t i o n ,  

u s e ,  d i s c l o s u r e  b y  t r a n s m i s s i o n ,  d i s s e m i n a t i o n  o r  o t h e r w i s e  m a k i n g  

a v a i l a b l e ,  a l i g n m e n t  o r  c o m b i n a t i o n ,  r e s t r i c t i o n ,  e r a s u r e  o r  

d e s t r u c t i o n ’ .

P r ocessing =  organising p er sonal  d ata i n  p aper f i les

P r ocessing ≠  keeping p er sonal  d ata on  r andom p ieces of  

p aper with n o m eans to  f i nd a nything ea sily

What is 

‘processing’?



A search engine scraps the internet

to provide answer s to search

queries typed into its search bar.

When the name of X is typed in

there, a number of results appear

referring to old newspaper ar ticles

in which it is mentioned that X has

un paid debts towar ds the state. In

relation to X, is the showing of

results linked to X when his name is

searched, a processing of per sonal

d ata?

(A) Yes

(B) No



The 

“actors” of 

the GDPR

‘ ’E f fect ive protect ion o f  personal  data throughout the  Un ion 

requ ires  s trengthening and sett ing out in  deta i l  o f  the  r ights  o f  

data  subjects and the  obl igat ions o f  those who process  and 

determine the  processing o f  personal  data ,  as  wel l  as  

equ iva lent powers for  monitor ing and ensuring compl iance  wi th  

the  ru les  for  the  protect ion o f  personal  data  and equ iva lent 

sanct ions for  in f r ingements  in  the  Member States ’ ’

Reci ta l  11 GDPR

Data subject 

rights of 

natural 

persons

Supervision by (a) 

data protection 

authority(ies)

Accountability 

and 

obligations of 

‘controllers’ 



THE (EXTRA)TERRITORIAL SCOPE OF THE GDPR



3. THE 10 CORE DATA PROTECTION PRINCIPLES



ANY PROCESSING OF PERSONAL DATA MUST 

RESPECT THE DATA PROTECTION PRINCIPLES. 

THE CONTROLLER IS RESPONSIBLE FOR THIS.

(ARTICLE 5 PARAGRAPH 1 & 2 GDPR)



10 core data protection principles

1 . L a w f u l n e s s  ( e v e r y  p r o c e s s i n g  n e e d s  a  j u s t i f i c a t i o n  l i s t e d  i n  t h e  G D P R )

2 . Tr a n s p a r e n c y  ( i n f o r m  d a t a  s u b j e c t s  a b o u t  w h a t  h a p p e n s  t o  t h e i r  d a t a )

3 . F a i r n e s s  ( n o  d e c e p t i o n / d i s c r i m i n a t i o n  o f  d a t a  s u b j e c t s )

4 . P u r p o s e  s p e c i f i c a t i o n  ( i n f o r m  i n  a d v a n c e  o f  t h e  p u r p o s e  o f  p r o c e s s i n g )

5 . P u r p o s e  l i m i t a t i o n  ( l i m i t  p r o c e s s i n g  t o  s p e c i f i e d  p u r p o s e )

6 . D a t a  m i n i m i s a t i o n ( u s e  o n l y  t h e  p e r s o n a l  d a t a  n e c e s s a r y  f o r  p u r p o s e )

7 . A c c u r a c y  ( p r o c e s s  a c c u r a t e  a n d  u p  t o  d a t e  p e r s o n a l  d a t a )

8 . S t o r a g e  l i m i t a t i o n  ( s t o r e  p e r s o n a l  d a t a  o n l y  a s  l o n g  a s  n e c e s s a r y )

9 . I n t e g r i t y  a n d  c o n f i d e n t i a l i t y  ( e n s u r e  d a t a  s e c u r i t y )

1 0 . A c c o u n t a b i l i t y  ( b e  p r e p a r e d  t o  j u s t i f y  a n y  a c t i o n s  w i t h  p e r s o n a l  d a t a  t o  

a u t h o r i t i e s )



1. LAWFULNESS



“Additional 

Lawfulness” for 

‘special 

categories of 

personal data’ 

(Article 9 GDPR)

Sensitive 
data

Racial or 
ethnic origin

Political opinions, 
religious or 

philosophical 
beliefs, trade 

union
membership

Genetic 
data

Biometric 
data

Health data

Sex life or 
sexual 

orientation



Special rules for 

‘international 

personal data 

transfers’

International personal data transfer = personal data with a 
controller/processor in the scope of the GDPR becomes available to a 
controller outside the scope of the GDPR in a third country or 
international organization (Definition EDPB).

International transfers require an additional legal basis 
(adequacy/appropriate safeguards/derogations) under the GDPR 
(Chapter V GDPR).

For the US, the arrangement for data transfers (adequacy)  has 
already been invalidated twice by the CJEU due to fundamental rights 
concerns (unrestricted access to the data by US authorities). The 
next agreement has been negotiated and is expected to enter into 
force by the end of the year.



2. FAIRNESS



Special rules to protect 

children 

• F o r  i n f o r m a t i o n  s o c i e t y  s e r v i c e s  ( e . g .  s o c i a l  m e d i a )  

c h i l d r e n  n e e d  t o  b e  a t  l e a s t  1 6  t o  c o n s e n t .  I f  y o u n g e r,  

n e e d  f o r  p a r e n t a l  c o n s e n t  ( M e m b e r  S t a t e s  c a n  p u t  a  

l o w e r  a g e ,  b u t  n o t  l o w e r  t h a n  1 3 ) ( A r t i c l e 8  p a r a g r a p h

1  G D P R )

• N e e d f o r a g e v e r i f i c a t i o n m e a s u r e s ( A r t i c l e 8  

p a r a g r a p h 2  G D P R )

• N e e d f o r i n f o r m a t i o n  u n d e r s t a n d a b l e f o r a  c h i l d

( A r t i c l e 1 2  p a r a g r a p h 1  G D P R )



3. TRANSPARENCY



4. PURPOSE 

SPECIFICATION

Specify an explicit 

purpose for 

processing upon 

collection of personal 

data (& inform the 

data subject)



5. PURPOSE 

LIMITATION



Data protection-by-design & by-

default (Article 25 GDPR)

➢ By-design: ensure data protection 

compliance for all processing operations

➢ By-default: Personal data should be default 

limited to its purpose.



6. Data 

minimisation

Personal data shall be ‘adequate, relevant 

and limited to the purposes for which they are 

processed’ (Art. 5(1)(c) GDPR). 



7. ACCURACY



8. Storage 

Limitation

Personal data shall be “kept in a form which 

permits identification of data subjects for no 

longer than is necessar y for the purposes for 

which the personal data are processed” (Art. 

5(1)(e) GDPR).



9. INTEGRIT Y AND 

CONFIDENTIALIT Y



10. Accountability

“The controller shall be responsible for, and 

be able to demonstrate compliance with, 

paragraph 1” (Article 5(2) GDPR)





Artificial intelligence: stop to ChatGPT by the Italian SA

…

No way for ChatGPT to continue processing data in breach of privacy laws. The Italian SA imposed an immediate temporary limitation on the processing of Italian users’

data by OpenAI, the US-based company developing and managing the platform. An inquiry into the facts of the case was initiated as well.

A data breach affecting ChatGPT users’ conversations and information on payments by subscribers to the service had been reported on 20 March. ChatGPT is the best

known among relational AI platforms that are capable to emulate and elaborate human conversations.

In its order, the Italian SA highlights that no information is provided to users and data subjects whose data are collected by Open AI; more importantly, there appears to be

no legal basis underpinning the massive collection and processing of personal data in order to ‘train’ the algorithms on which the platform relies.

As confirmed by the tests carried out so far, the information made available by ChatGPT does not always match factual circumstances, so that inaccurate personal data are

processed.

Finally, the Italian SA emphasizes in its order that the lack of whatever age verification mechanism exposes children to receiving responses that are absolutely

inappropriate to their age and awareness, even though the service is allegedly addressed to users aged above 13 according to OpenAI’s terms of service.

OpenAI is not established in the EU, however it has designated a representative in the European Economic Area. It will have to notify the Italian SA within 20 days of the

measures implemented to comply with the order, otherwise a fine of up to EUR 20 million or 4% of the total worldwide annual turnover may be imposed.

Roma, 31 March 2023
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confidentiality

Principle of transparency

Principle of lawfulness
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children
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