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CLASS 
OVERVIEW

Data subject rights of the GDPR

Data subject rights and EU 

fundamental rights

Exercising data subject rights

Enforcing data subject rights



1. DATA SUBJECT RIGHTS OF THE GDPR



Defining data 

subject rights

Data subject rights are individual rights 

granted to data subject rights to exercise 

some level of “control” over their personal 

data.

They are to be exercised in the first 

place against the controller but are 

also enforceable.



DATA SUBJECT 

RIGHTS IN THE 

GDPR



Right(s) of access

Confirmation of 
processing (Art. 

15(1))

Individualised
information about 

the processing (Art. 
15(1)(a)-(h)); (2))

Access to personal 
data (Art. 15(1))

Copy of personal 
data (Art. 15(3))

Transparency about the concrete 

processing of personal data



A has taken the professional exam

to become an accountant . The exam

consisted of open-ended questions

to which A needed to provide

answer s. A has not passed the

exam.

Can A use the right of access to

gain access to the exam

corrections?

(A) Yes

(B) No



Rectification

“The data subject shall have the right to obtain from the controller 

without undue delay the rectification of inaccurate personal data 

concerning him or her. Taking into account the purposes of the 

processing, the data subject shall have the right to have incomplete 

personal data completed, including by  means of providing a 

supplementar y statement.” (Art. 16 GDPR) Control for the data subject over the 

accuracy of the data



A has taken the professional exam

to become an accountant . The exam

consisted of open-ended questions

to which A needed to provide

answer s. A has not passed the

exam.

Can A use the right to rectif ication

to correct wrong ex am a n swer s?

(A) Yes

(B) No



Erasure (“Right to be forgotten”)

Breach of one of the core data protection 

principles (Art. 17(1) GDPR) + no exception 

applies (Art. 17(3) GDPR) = Erasure of all  

personal data
Control for the data subject over 

compliance with core data protection 

principles



A search engine scraps the internet

to provide answer s to search

queries typed into its search bar.

When the name of X is typed in

there, a number of results appear

referring to old newspaper ar ticles

in which it is mentioned that X has

un paid debts towards the state.

C a n X u se the right to erasure?

(A) Yes

(B) No



Right(s) to object

Object to all processing based 
on public interest or legitimate 

interest of the controller 
(Controller can counter with 

compelling interest in 
processing) (Art. 21(1) GDPR)

Object to all processing for the 
purpose of direct marketing 

(Art. 21(2) GDPR)

Counter-balance to the broad justifications of public 

interest/legitimate interest under lawfulness & protection of 

privacy



RIGHT TO OBTAIN HUMAN 

INTERVENTION, EXPRESS 

ONE’S POINT OF VIEW, AND 

CONTES T A DECISION IN THE 

CONTEXT OF AUTOMATED 

DECISION-MAKING (AR T. 

22(3) AND (4) GDPR)

Control for the data subject under the auspices of fairness (?)



Data subject 

rights are not 

absolute – three 

types of 

restrictions

Scope of data subject right inherently limited (e.g. 
right to erasure – Art. 17(3))

Member State or Union law imposed restrictions in 
line with Article 23 GDPR (fundamental right 
conditions)

Abuse of rights (Art. 12(5) GDPR – manifestly 
unfounded/excessive)



2. DATA SUBJECT RIGHTS AND EU FUNDAMENTAL 
RIGHTS



DATA SUBJECT RIGHTS AS VESSELS FOR INDIVIDUALS TO PROTECT THEIR 

FUNDAMENTAL RIGHTS – EXTENDED SCOPE OF FUNDAMENTAL RIGHTS 

CONSIDERATIONS



The tripartite 

structure of EU 

data protection 

law

Obligations on 
controllers

Individual rights 
(data subject 

rights)

Oversight by 
independent authorities 

(DPAs)



THE FUNDAMENTAL RIGHT TO PERSONAL DATA PROTECTION 

(ARTICLE 8 CHARTER)



Fundamental 

rights and data 

subject rights

Personal data 

protection (Article 

8 Charter)

Privacy (Article 7 

Charter)

Non-Discrimination 

(Article 21 

Charter)

Effective judicial 

protection (Article 

47 Charter)



3. EXERCISING DATA SUBJECT RIGHTS



The exercising of 

data subject 

rights depends 

on:

1. Transparency of the 
processing

2. Behaviour of the 
controller



Information 

obligations for 

controllers 

(Transparency 

principle)

Information to be provided to the data 
subject ex ante under the GDPR

Who is processing 
personal data? 

(Controller, 
representative, 

DPO)

What personal 
data are 

collected? 

(Categories of 
data, sources of 

data)

Why are personal 
data processed?

(Purpose, further 
processing for 

compatible 
purpose, legal 

basis of 
processing, 
lllegitimate

interest)

How are personal 
data being used?

(Storage period, 
disclosure to third 

parties, data 
transfers, 

automated 
decision-making 

and profiling, 
contractual 

requirements)

What are the rights 
of the data 

subject?

(Access, 
rectification, 

erasure, 
restriction of 

processing, object, 
portability, 

withdraw consent, 
complaint to DPA)



Information 

obligations:

When p er sonal  d ata wa s col lected d irectly  f r om d ata 

su bject → A r t.  1 3  GDPR

When p er sonal  d ata wa s ob tained elsewhere → A r t.  14  

GDPR



DATA PROTECTION NOTICE: DESIGN AS IMPORTANT AS 

CONTENT



Transparency 

requirements 

of Art. 12(1) 

GDPR

'Concise, transparent, intelligible and easily 

accessible form’ (Quality of information)

‘using clear and plain language’ 

(Comprehensibility)

‘information shall be provided in writing, or by 

other means, including, where appropriate, by 

electronic means’ (Form)



Are the examples below best or worst 

practice examples?

We may use your  per sonal  dat a  to  develop new ser v ices.

We may use your  per sonal  dat a  f or  resear ch pur poses.

We may use your  per sonal  dat a  to  of f er  per sonalised ser v ices.



Are the examples below best or worst 

practice examples?

We  w i l l  r e t ain y our  s h opping h is tor y  a nd u s e  d e t ails  o f  t he  

p r oducts y ou h ave p r eviously  p ur chased t o  m a ke  s u gges tions t o  

y ou f or  o ther  p r oducts  w hich w e  b e lieve y o u w i l l  a lso b e  

i nterested i n.

We  w i l l  r e t ain a nd evaluate i nformation o n  y our  r ecent  v i sits  t o  

o u r  w e bsite  a nd h o w y ou m ove  a r ound d i f ferent  s e ct ions o f  o u r  

w e bsite  f or  a nalyt ics  p ur poses t o  u nder stand h o w p e ople u s e  

o u r  w e bsite  s o  t hat  w e  c an m a ke  i t  m o re i ntuit ive.



Do you find the information presented by the EDPB in line with the requirements of Article 12(1) GDPR? (quality of 

information, comprehensibility, form)



Behaviour of the 

controller

Close relationship between 
core data protection principles 
and data subject rights 
(“obligations meet rights”).

Duty to “facilitate the exercise 
of data subject rights” (Art. 
12(2) GDPR).



4. ENFORCING DATA SUBJECT RIGHTS



Enforcement 

(of data 

subject rights) 

under the 

GDPR
Individuals can go 

to:
(1) the data protection authority (Art. 77) OR 
(2) a court (Art. 79)

If data subject 
experiences that 
controller does 

not:

(1) respond in time
(2) respond at all
(3) responds incompletely

Individual raises 
complaint with 

controller

Controller has to respond with undue delay (max within the 
month, extendable to three months, where necessary (Art. 
12(3) GDPR)



The tripartite 

structure of the 

GDPR

‘ ’ E f f e c t i v e  p r o t e c t i o n  o f  p e r s o n a l  d a t a  t h r o u g h o u t  t h e  U n i o n  r e q u i r e s  

s t r e n g t h e n i n g  a n d  s e t t i n g  o u t  i n  d e t a i l  o f  t h e  r i g h t s  o f  d a t a  s u b j e c t s  

a n d  t h e  o b l i g a t i o n s  o f  t h o s e  w h o  p r o c e s s  a n d  d e t e r m i n e  t h e  

p r o c e s s i n g  o f  p e r s o n a l  d a t a ,  a s  w e l l  a s  e q u i v a l e n t  p o w e r s  f o r  

m o n i t o r i n g  a n d  e n s u r i n g  c o m p l i a n c e  w i t h  t h e  r u l e s  f o r  t h e  p r o t e c t i o n  

o f  p e r s o n a l  d a t a  a n d  e q u i v a l e n t  s a n c t i o n s  f o r  i n f r i n g e m e n t s  i n  t h e  

M e m b e r  S t a t e s ’ ’

R e c i t a l  11  G D P R

Data subject 
rights of natural 

persons

Supervision by (a) data 
protection authority(ies)

Accountability 
and obligations of 

‘controllers’ 



A R T I C L E  51  P A R AG R A P H  1  G D P R

‘ ’ E a c h  M e m b e r  S t a t e  s h a l l  p r o v i d e  f o r  o n e  o r  m o r e  i n d e p en d e n t  

p u b l i c  a u t h o r i t i e s  t o  b e  r e s p o n s i b l e  f o r  m o n i t o r i n g  t h e  

a p p l i c a t i o n  o f  t h i s  R e g u l a t i o n ,  i n  o r d e r  t o  p r o t e c t  t h e  

f u n d am e n t a l  r i g h t s  a n d  f r e e d o m s  o f  t h e  n a t u r a l  p e r s on s  i n  

r e l a t i o n  t o  p r o ce s s i n g  a n d  t o  f a c i l i t a t e  t h e  f r e e  f l o w  o f  p e r s o n a l  

d a t a  w i t h i n  t h e  U n i o n  ( ‘ s u p er v i s or y  a u t h o r i t y ’ ) ’ ’

A R TICLE 8  PA RAGRA PH 3  C H A R TER O F  F UNDA MENTA L R IGHT S 
O F  T HE E U

‘ ’ C o m p l i a n c e  w i t h  t h e s e  r u l e s  s h a l l  b e  s u b j e c t  t o  c o n t r o l  b y  a n  

i n d e p e n d e n t  a u t h o r i t y. ’ ’

Data protection 

authorities 

(DPAs): the 

enforcer of the 

GDPR?



Powers of DPAs

1 . I n v e s t i g a t i v e  p o w e r s :  i n f o r m a t i o n  o r d e r s ,  a u d i t s ,  a c c e s s  t o  

p e r s o n a l  d a t a … )

2 . C o r r e c t i v e  p o w e r s :  w a r n i n g s ,  o r d e r  t o  c o m p l y,  e . g .  o r d e r  t o  d e l e t e  

p e r s o n a  d a t a ,  b a n  o f  p r o c e s s i n g ,  a d m i n i s t r a t i v e  f i n e s

3 . A d v i s o r y  p o w e r s :  o p i n i o n s  o n  l e g i s l a t i v e  p l a n s  o f  n a t i o n a l  

g o v e r n m e n t,  a u t h o r i s e d a t a  p r o t e c t i o n  m o d e l  c o n t r a c t s

4 . C J E U  p o w e r :  h a v e  t h e  p o w e r  t o  b r i n g  a n  i n f r i n g e m e n t  t o  t h e  

a t t e n t i o n  o f  t h e  C J E U

DPAs can act based on a complaint of a natural person or of their own 

initiative.



Administrative f ines under 

the GDPR can be EUR 20 

million or  4% of annual 

wordwide turnover 

(whichever is higher) 

(Ar ticle 83 paragraph 5 

GDPR)



Enforcement of 

the GDPR: 

Uneven, slow, too 

dependent on 

Ireland?





R I G H T  T O  “ C O L L E C T I V E  R E D R E S S ”

RIGHT T O COMPENS ATION

Private 

enforcement of 

the GDPR via the 

courts: the courts 

as the enforcer of 

the GDPR?
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